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Abstract: Cognitive radio is a key technology to solve the problem of energy efficiency in wireless communication,
and spectrum sensing is of great significance for improving the efficiency of spectrum utilization. To solve the problem that
the consensus-based distributed cooperative spectrum sensing algorithm is vulnerable to malicious node data injection at-
tacks, we propose two approaches for detecting and localizing malicious nodes based on neural networks. And a collabora-
tive peer-to-peer machine learning protocol(Gossip Learning) is adopted to facilitate training these neural network models.
We simulate the process of distributed cooperative spectrum sensing on a 9-node Manhattan network, and verify the effec-
tiveness of the proposed approaches. Numerical results illustrate that the proposed neural network-based approaches can ef-
fectively improve the performance of detecting and localizing malicious nodes. The collaborative learning strategy can en-
able nodes to learn more attack characteristics, and thus make the network more robust to attacks.
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